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DETAILED ACTION 

This is in response to Application/Control Number: 10/527992 filed on March 21, 2005 
in which claims 3-9 are presented for examination. 
Status of Claims: 

Claims 3-9 are pending, in which claim 3, 7, and 8 are in independent form. Claims 3-9 
are rejected under 35 U.S.C. 102(e). 

Claim Objections 

1 . Claims 4-6 are objected to because of the following informalities: incorrect 
numbering of dependent claim cited as "according to claim 1" instead of "according to 
claim 3". Appropriate correction is required. 

2. Claim 9 is objected to because of the following informalities: incorrect numbering 
of dependent claim cited as "according to claim 2" instead of "according to claim 4". 
Appropriate correction is required. 

Claim Rejections - 35 USC § 102 

(e) the invention was described in a patent granted on an application for patent 
by another filed in the United States before the invention thereof by the applicant 
for patent, or on an international application by another who has fulfilled the 
requirements of paragraphs (1 ), (2), and (4) of section 371 (c) of this title before 
the invention thereof by the applicant for patent. 

3. Claims 3-9 are rejected under 35 U.S.C. 102(e) as being anticipated by Kitaya et 
al U.S. Patent Number 7,269,257; Date of Patent: Sep. 11, 2007; Filing Date: Jun. 15, 
2001; hereinafter Kitaya. 
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As to claim 3, the following is taught: "A key management system comprising: 

a unit which defines a tree structure assigning plural information receivers to 
leaves (Kitaya: Abstract; column 3, lines 43-48; column 20, lines 15-19); 

a unit which divides the tree structure into macrolayers of a predetermined 
number to define plural subtrees (Kitaya: column 29, lines 22-30); 

a unit which independently defines differential subsets of the information 
receivers for each of the subtrees (Kitaya: column 3, lines 33-42), the subset being 
defined by an ancestor node and a descendant node (Kitaya: column 33, line 52 to 
column 34, line 10) existing in the subtree, the information receivers being assigned to 
the leaves of the subtree which exist at a layer identical to or below the ancestor node 
and does not exist at a layer identical to or below the descendant node or assigned to 
the leaves of the tree structure which exist at a layer below the leaves of the subtree 
(Kitaya: column 18, line 60 to column 19, line 15); 

a unit which assigns one encryption/decryption key to each of the differential 
subset (Kitaya: column 16, line 5-21); and 

a unit which assigns, to each of the plural information receivers, the 
encryption/decryption key assigned to all the differential subsets to which the 
information receiver belong (Kitaya: column 4, lines 20-33)". 

As to claim 4, the following is taught: "The key management system according to 
claim 1, further comprising a key information generating unit which generates key 
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information decryptable only by specific information receivers in the plural information 
receivers assigned to the leaves of the tree structure (Kitaya: Abstract; column 3, lines 
43- 62)". 

As to claim 5, the following is taught: "The key management system according to 
claim 1, further comprising a unit which assigns, to specific information receivers in the 
plural information receivers, confidential information which enables to derive the 
encryption/decryption key assigned to all the differential subsets including the 
information receivers (Kitaya: Abstract; column 6, lines 4-13)". 

As to claim 6, the following is taught: "The key management system according to 
claim 1, further comprising: 

a key information generating unit which generates key information decryptable 
only by specific information receivers in the plural information receivers assigned to the 
leaves of the tree structure (Kitaya: Abstract; column 3, line 63 to column 4, line 13; 
column 6, lines 4-52); 

a unit which assigns, to the specific information receivers, confidential 
information which enables to derive the encryption/decryption key assigned to all the 
differential subsets including the information receivers (Kitaya: column 15, line 61 to 
column 16, line 30); and 
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a unit which derives the encryption/decryption key assigned to all the differential 
subsets including the specific information receivers by using the key information and the 
confidential information (Kitaya: column 23 54 to column 24, line 44)". 

As to claim 7, the following is taught: "A key management method comprising: 

a process which defines a tree structure assigning plural information receivers to 
leaves (Kitaya: Abstract; column 3, lines 43-48; column 20, lines 15-19); 

a process which divides the tree structure into macrolayers of a predetermined 
number to define plural subtrees (Kitaya: column 29, lines 22-30); 

a process which independently defines differential subsets of the information 
receivers for each of the subtrees (Kitaya: column 3, lines 33-42), the subset being 
defined by an ancestor node and a descendant node (Kitaya: column 33, line 52 to 
column 34, line 10) existing in the subtree, the information receivers being assigned to 
the leaves of the subtree which exist at a layer identical to or below the ancestor node 
and does not exist at a layer identical to or below the descendant node or assigned to 
the leaves of the tree structure which exist at a layer below the leaves of the subtree 
(Kitaya: column 18, line 60 to column 19, line 15); 

a process which assigns one encryption/decryption key to each of the differential 
subset (Kitaya: column 16, line 5-21); and 

a process which assigns, to each of the plural information receivers, the 
encryption/decryption key assigned to all the differential subsets to which the 
information receiver belong (Kitaya: column 4, lines 20-33)". 
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As to claim 8, the following is taught: "A computer product program in a 
computer-readable medium executed by a key management system comprising a 
computer, the computer product program (Kiyaya: column 3, lines 22-42; column 14, 
lines 37-62) making the computer function as: 

a unit which divides the tree structure into macrolayers of a predetermined 
number to define plural subtrees (Kitaya: column 29, lines 22-30); 

a unit which independently defines differential subsets of the information 
receivers for each of the subtrees (Kitaya: column 3, lines 33-42), the subset being 
defined by an ancestor node and a descendant node (Kitaya: column 33, line 52 to 
column 34, line 10) existing in the subtree, the information receivers being assigned to 
the leaves of the subtree which exist at a layer identical to or below the ancestor node 
and does not exist at a layer identical to or below the descendant node or assigned to 
the leaves of the tree structure which exist at a layer below the leaves of the subtree 
(Kitaya: column 18, line 60 to column 19, line 15); 

a unit which assigns one encryption/decryption key to each of the differential 
subset (Kitaya: column 16, line 5-21); and 

a unit which assigns, to each of the plural information receivers, the 
encryption/decryption key assigned to all the differential subsets to which the 
information receiver belong (Kitaya: column 4, lines 20-33)". 
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As to claim 9, the following is taught: "A recording medium which records the key 
information generated by the key management system according to claim 2 (Kitaya: 
column 3, lines 22-42; column 7, lines 25-36)". 

Conclusion 

4. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to 

STEPHEN SANDERS whose telephone number is (571)270-5308. The 
examiner can normally be reached on M - F; 7:30a.m. - 5:00p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kristine L. Kincaid can be reached on 571-272-4063. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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